iyl i) el ol L)l
CENTRAL BANK OF THE U.AE.

RISK MANAGEMENT REGULATION



RISK MANAGEMENT REGULATION 153/2018

il ghaad) J g2
TABLE OF CONTENTS
Subject Ladall
e — Page
' INTRODUCTION 2|
'OBJECTIVE R 3
| SCOPE OF APPLICATION 13
" Article (1)  Definitions — F 8
Article (2)  Risk Governance Framework | 6 lr
|
Article (3)  Risk Management Function ‘ 7
| Article (4)  Risk Measurement and Use of | 8 |
| Models -
Article (5)  Stress Testing of Material 8
[ - S— ]
Article (6) Information Systems and 9
_ InternalReporting |
Article (7)  Strategic and Operational 9
e ociions )
! Article (8)  Group Risk Management |10
" Article (9)  Disclosure 1
|
rArticle (10) Islamic Banking 11
‘ Article (11) Enforcement - 12 .
Article (12) Interpretation of Regulation | 12 ‘
l
Article (13) Cancellation of Previous | 12
. Notices o \_ -
Article (14) Publication and Application | 12 |
|

g 3454l

]

:L_G_H
Gkl gk

i3 (1) 330

Rl S ) (2) sl

Ll s i) Al (3) sl |

]

23l sty el o (4) s

ALl ad g il ghad) alsi (6) saldl

Lm sl halaall Jaauall el Ll (5) saldll

T Rt A ! Syl (7) sk

o yanadl Jhlae 5,3 (8) Soldl

C zladyl (9) sl

ApadsY) dd yuall (10) saldll |
|

il (11) s |

1
]

alaill i (12) saldll
Al G lasY) elal) (13) salal

Gukilly il (14) saldll |

Page’ 1 ’«usm



RISK MANAGEMENT REGULATION 153/2018

RISK MANAGEMENT REGULATION
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To: All Banks

Subject: Risk Management
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INTRODUCTION

-

dadla

The Central Bank seeks to promote the effective and
efficient development and functioning of the banking
system. To this end, banks are required to have a
comprehensive approach to risk management,
including Board and Senior Management oversight,
to ensure their resiliency and enhance overall
financial stability.

Risk management, together with internal audit and
compliance, comprise key control functions in a bank.
The control functions have a responsibility,
independent of the management of the bank’s
business lines. to provide objective assessment,
reporting and/or assurance. The control functions are
an essential foundation for effective corporate
governance, which is the set of relationships between
the bank’s management, board, shareholders and
other stakeholders. Collectively these comprise the
structure through which the objectives of the bank are
set, the means of attaining those established
objectives and the monitoring of performance against
the established objectives.

In introducing this Regulation and the accompanying
Standards, the Central Bank intends to ensure that
banks’ approaches to risk management are in line
with leading international practices.

This Regulation and the accompanying Standards
establish an overarching prudential framework for
risk management. Standards and supervisory
expectations for selected specific risks are, or will be,
established in other Central Bank regulations.
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RISK MANAGEMENT REGULATION 153/2018

This Regulation and the accompanying Standards are
issued pursuant to the powers vested in the Central
Bank under the Central Bank Law.

Where this Regulation, or the accompanying
Standards, include a requirement to provide
information or to take certain measures, or to address
certain items listed at a minimum, the Central Bank
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may impose requirements, which are additional to the AR
list provided in the relevant article. '
OBJECTIVE i gl)

The objective of this Regulation is to establish the
minimum  acceptable standards for Banks’
comprehensive approach to risk management with a
view to:

1. Ensuring the soundness of banks; and

1. Contributing to financial stability.

The accompanying Standards supplement the
Regulation to elaborate on the supervisory
expectations of the Central Bank with respect to risk
management.
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SCOPE OF APPLICATION

PREETIN

This Regulation and the accompanying Standards
apply to all Banks. Banks established in the UAE with
significant group relationships, including
subsidiaries, affiliates, or international branches, must
ensure that the Regulation and Standards are adhered
to on a solo and group-wide basis.
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1. Affiliate: An entity that, directly or indirectly,
controls, is controlled by, or is under common
control with another entity. The term control as
used herein shall mean the holding, directly or
indirectly, of voting rights in another entity, or
of the power to direct or cause the direction of
the management of another entity.
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Bank: A financial entity that is authorized by
the Central Bank to accept deposits as a bank.

Board: The Bank’s board of directors.

Central Bank: The Central Bank of the United
Arab Emirates.

Central Bank Law: Union Law No (10) of
1980 concerning the Central Bank, the
Monetary System and Organization of Banking
as amended or replaced from time to time.

Central Bank regulations: Any resolution,
regulation, circular, rule, standard or notice
issued by the Central Bank.

Group: A group of entities that includes an
entity (the 'first entity') and:

a. any Parent of the first entity;

b. any Subsidiary of the first entity or of any
Parent of the first entity; and

c. any Affiliate.

Islamic Financial Services: Shari’a compliant
financial services offered by Islamic Banks and
Conventional Banks offering Islamic banking
products (Islamic Windows).

Parent: An entity (the 'first entity") which:

a. holds a majority of the voting rights in
another entity (the 'second entity’);

b. isashareholder of the second entity and has
theright to appoint or remove a majority of
the board of directors or managers of the
second entity; or

c. is a shareholder of the second entity and
controls alone, pursuant to an agreement
with other shareholders, a majority of the
voting rights in the second entity.

Or;
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RISK MANAGEMENT REGULATION 153/2018

10.

11.

12.

13.

14.

15.

d. if the second entity is a subsidiary of
another entity which is itself a subsidiary of
the first entity.

Risk appetite: The aggregate level and types of
risk a bank is willing to assume, decided in
advance and within its risk capacity, to achieve
its strategic objectives and business plan.

Risk limits: Specific quantitative measures that
must not be exceeded based on, for example,
forward looking assumptions that allocate the
bank’s aggregate risk appetite to business lines,
legal entities or management units within the
bank or group in the form of specific risk
categories, concentrations or other measures as
appropriate.

Risk profile: Point in time assessment of the
bank’s gross (before the application of any
mitigants) or net (after taking into account
mitigants) risk exposures aggregated within and
across each relevant risk category based on
current or forward-looking assumptions.

Risk governance framework: As part of the
overall approach to corporate governance, the
framework through which the Board and
management establish and make decisions
about the bank’s strategy and risk approach;
articulate and monitor adherence to the risk
appetite and risk limits relative to the bank’s
strategy; and identify, measure, manage and
control risks.

Risk management function: Collectively, the
systems, structures, policies, procedures and
people that measure, monitor and report risk on
a bank-wide and, if applicable, group-wide
basis.

Senior  Management: The  executive
management of the Bank responsible and
accountable to the Board for the sound and
prudent day-to-day management of the Bank,
generally including, but not limited to, the chief
executive officer, chief financial officer, chief
risk officer and heads of the compliance and
internal audit functions.
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16. Subsidiary: An entity (the 'first entity') is a

subsidiary of another entity (the 'second entity"')
if the second entity:

a. holds a majority of the voting rights in the
first entity;

b. is a shareholder of the first entity and has
the right to appoint or remove a majority of
the board of directors or managers of the
first entity; or

c. is a shareholder of the first entity and
controls alone, pursuant to an agreement
with other shareholders, a majority of the
voting rights in the first entity.

Or;

d. if the first entity is a subsidiary of another
entity which is itself a subsidiary of the
second entity.
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ARTICLE 2: RiISK GOVERNANCE FRAMEWORK
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1,

A Bank must have an appropriate risk
governance framework that provides a bank-
wide and, if applicable, group-wide view of all
material risks. This includes policies, processes,
procedures, systems and controls to identify,
measure, evaluate, monitor, report and control
or mitigate material sources of risk on a timely
basis. A bank’s definition and assessment of
material risks must take into account its risk
profile, nature, size and complexity of its
business and structure.

The Board is in ultimate control of the Bank and
bears ultimate responsibility for ensuring that
there is a comprehensive risk governance
framework appropriate to the risk profile,
nature, size and complexity of the Bank’s
business and structure.

The risk governance framework must, at a
minimum, provide for the following items:

a. A board-approved risk appetite statement
including limits for all relevant risk
categories and risk concentrations;
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RISK MANAGEMENT REGULATION 153/2018

b. Documentation of the roles and
responsibilities of the different parts of the
Bank involved in managing risk;

c. Policies and procedures to ensure that all
material risks are identified, measured,
managed, mitigated and reported upon in a
timely and comprehensive manner; and

d. Contingency arrangements such as
business continuity plans and contingency
funding plans for risks that may materialize
in stress situations.

The risk-governance framework, in addition to
the risk management function, must include
adequately resourced compliance and internal
audit functions to assess bank-wide, or if
applicable, group—wide adherence, to relevant
legislation, policies and procedures and to
provide independent assurance regarding the
implementation and effectiveness of risk
management policies, procedures, systems and
controls.

Senior Management is responsible for the
implementation of sound policies, effective
procedures and robust systems consistent with
the  board-approved  risk  governance
framework. The Board remains ultimately

accountable, notwithstanding specific
responsibilities delegated to Senior
Management.
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ARTICLE 3: RISK MANAGEMENT FUNCTION
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A Bank must have an adequately resourced
Risk Management Function headed by a chief
risk officer or equivalent. The function must be
independent of the management and decision-
making of the Bank’s risk-taking functions and
have a direct reporting line to the Board or a
board risk committee.

The Risk Management Function must include
policies, procedures, systems and controls for
monitoring and reporting risk and to ensure that
risk exposures are aligned with the Bank’s
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RISK MANAGEMENT REGULATION 153/2018

strategy and business plan and consistent with
the board-approved risk appetite statement and
individual risk limits.

Exceptions to the Bank’s risk management
policies, procedures or limits must be
immediately addressed by the appropriate level
of management or the Board.

A Bank must immediately notify the Central
Bank when it becomes aware of a significant
deviation from its board-approved risk appetite
statement, risk management policies or
procedures, or that a material risk has not been
adequately addressed.

‘4_3.5)3]\ JL[AAI\ dgiag ).L:LAA.“ d_\ﬁ LJL.-“ &
_3)\)‘(}“ u.ula.q d.ﬁ O Baaiaall

Alaal GlelBmull ae (gl Jaladll ang
oal Shlaall 5 l) agan b eclel ja) o bl
by Gl sius (e 2Dl (g siall JS e il

3 daa 05 0

o g Sl Gl gy o @il e sy
ol s st gl ale Lo zaay Lavie il
ol Galae Ja e a el Hlal sl
ey Ladic gl Ghladl i) el ja) o Sl
L Jualalll oy ol 4 58 g 5 jlalie (gL ple e

A gai o

ARTICLE 4: RISK MEASUREMENT & USE OF

MODELS
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A Bank must have systems to measure and
monitor risk which are commensurate with the
risk profile, nature, size and complexity of its
business and structure.

The Board must have sufficient expertise to
understand and oversee the risk measurement
systems including any use of models.

Where a Bank uses models to measure
components of risk, it must have appropriate
internal processes for the development and
approval for use of such models and must
perform regular and independent validation and
testing of the models. The Board remains
ultimately accountable whether the approval for
use of models is provided by the Board or
through authority delegated to management.
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ARTICLE 5: STRESS TESTING OF MATERIAL
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A Bank must implement a forward-looking
stress-testing  program as part of its
comprehensive approach to risk management.
Extreme, but plausible, adverse scenarios for a
range of material risks must be included in the
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RISK MANAGEMENT REGULATION 153/2018

stress-testing program, commensurate with the
size of the Bank’s risk exposures. The results of
the stress-testing program must be reflected on
an ongoing basis in the Bank’s risk
management, including contingency planning
and the Bank’s internal assessment of its capital
and liquidity.

A Bank’s internal process for assessing capital
and liquidity requirements must take into
account the nature and level of risks taken by
the Bank. In addition to the specific risks
identified in the Central Bank Capital Adequacy
and Liquidity Regulations and Standards, a
Bank must consider all other material risks.

bl Wil (o sat aas ae i a sall
e il e Hlaal el il St o) sy
éﬂsyjhg‘cﬂl#\&_)hu|3j|d!q§tmp
ala (ul ) Sl @il aviy s ) shall Jadadsl)

AL g3 g

s ki apd) 4dalall elid) dlee 3815 o any
bl (g sl g dapl iV 3 Al y JUI
soasall lalaall ) ddlayly el Wasly
otlaay plaig Jll (i) 4US HUai & 33l gl
sl @S i kil el e ey A gl

AV A sl

ARTICLE 6: INFORMATION SYSTEMS AND

INTERNAL REPORTING
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A Bank must have information systems that
enable it to measure, assess and report on the
size, composition and quality of risk exposures
on a bank-wide and where applicable group-
wide, basis across all risk types, products and
counterparties. Reports must be provided on a
timely basis to the Board and Senior
Management, in formats suitable for their use
and understanding.
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ARTICLE 7: STRATEGIC & OPERATIONAL

DECISIONS
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1.

A Bank must have adequate policies and
procedures to ensure that the risks inherent in
strategic or major operational initiatives such as
changes in systems, business models, or
acquisitions are identified, understood and
mitigated to the extent possible. At a minimum,
policies and procedures must require:

a. Approval by the Board, or a board
committee, of strategic and major
operational decisions; and

b. Reporting that enables the Board and
Senior Management to monitor and
manage these risks on an ongoing basis.
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Policies and procedures must establish
appropriate levels of approval authority for
introducing new products and material
modifications to existing products. The Board

remains ultimately accountable
notwithstanding any delegation of approval
authority to Senior Management. At a

minimum, policies and procedures must ensure:

a. Assessment of the risks and determination
that the Bank’s control functions and
systems are adequate to measure and
mitigate the risks; and

b. Reporting that enables the Board and
Senior Management to monitor and
manage these risks on an ongoing basis.

A Bank must appropriately account for risks in
its internal pricing, performance measurement
and new product approval process, for all
significant business activities.
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ARTICLE 8: GROUP RISK MANAGEMENT
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Banks, for which the Central Bank is the
primary regulator, who have significant group
relationships including subsidiaries, affiliates,
or international branches, must develop and
maintain  processes to coordinate the
identification, measurement, evaluation,
monitoring, reporting and control or mitigation
of all internal and external sources of material
risk across the group. The process must provide
the Board with a solo and group-wide view of
all material risks including the roles and
relationships of other group entities to one
another and to the Bank.

The methods and procedures applied by
subsidiaries, affiliates and international
branches must support risk management on a
group-wide basis. Banks must conduct group-
wide risk management and prescribe group
policies and procedures, while the boards and
Senior Management of subsidiaries and
affiliates must have input with respect to the
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local or regional application of these policies
and procedures and the assessment of local or
regional risks.
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ARTICLE 9: DISCLOSURE zl—ady) ;9 skl

A Bank must make publicly available,
including through publication in its annual
report and on its website, information on its
Risk Governance Framework and the nature
and extent of its risk exposures.
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ARTICLE 10: ISLAMIC BANKING
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A bank offering Islamic financial services must
ensure that its approach to risk management
incorporates appropriate measures to comply
with Shari’ah provisions.

A bank offering [slamic financial services must
ensure that its risk governance framework
addresses the potential risk exposures arising
from Islamic financing instruments with respect
to credit, market and liquidity risks as well as
equity investment risk and rate of return risk
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and the operational and reputational risks from
failure to adhere to Shari’ah provisions.
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ARTICLE 11: ENFORCEMENT
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1. Violation of any provision of this Regulation
and the accompanying Standards may be
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subject to supervisory action as deemed et
appropriate by the Central Bank.
ARTICLE 12: INTERPRETATION OF Al yadi 112 Balal)

REGULATION

|.  The Regulatory Development Division of the
Central Bank shall be the reference for
interpretation of the provisions of this
Regulation.
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ARTICLE 13: CANCELLATION OF PREVIOUS
NOTICES
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1.  This Regulation and the accompanying
Standards replace all previous Central Bank
regulations with respect to risk management.
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ARTICLE 14: PUBLICATION AND APPLICATION

Gkl g i) 114 3alal)

1. This Regulation and the accompanying
Standards shall be published in the Official
Gazette in both Arabic and English and must
come into effect one month from the date of
publication.
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